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Maritime Cyber Readiness Branch Overview

Maritime Cyber Readiness Branch Roles
• Provides direct support to operational commanders 

to prevent and respond to cyber-related MTS 
disruptions.

• Provides outreach, engagements, and information 
sharing services to increase cyber literacy 
throughout the MTS.

Outreach Products Include:
• Maritime Cyber Alert (MCA)
• Marine Safety Information Bulletins
• https://www.uscg.mil/maritimecyber
• maritimecyber@uscg.mil

https://www.uscg.mil/maritimecyber
mailto:maritimecyber@uscg.mil
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• Liaison
• Maritime industry, interagency, Area 

Maritime Security Committee’s, etc

• Advisor
• Help the COTP understand the cyber 

threat landscape and risk to the MTS.

• Exercise Planner & Coordinator
• Advocate for inclusion of cybersecurity 

scenarios where appropriate in annual 
security exercises

• Information Sharing
• Key communicator to foster cyber 

awareness, expertise & regulatory 
compliance

Marine Transportation System Specialist - Cyber Subject Matter 
Experts (SME)
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• USCG Cyber Protection Teams:
• Based in Washington, D.C. and Alameda, CA
• Support local Captains of the Port in cyber missions
• Three CPTs (39 Members Each)

• 9 Deployable Elements in total (3 per CPT)
• Intelligence and mission support elements

• Team Composition
• Active Duty Coast Guard Officers and Enlisted
• Government Civilians
• Team Experience and Background
• Trained to DOD joint standards/qualifications
• Wide range of industry standard training and 

certifications
• 8-12+ months of Department of Defense cyber training
• Previous positions at CISA, USCYBER, and NSA

Cyber Protection Teams
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Assessment Mission Overview
• Goal: identify & prioritize vulnerabilities for 

remediation. Identify the most viable attack path an 
adversary would use to compromise your network.

• What we do: use penetration testing & vulnerability 
assessment techniques.

• Remote: phishing (clicks & credential 
harvesting), web penetration testing, external 
enumeration.

• On-Site: active scanning, credential dumps & 
analysis, local network attacks, domain 
exploitation, application exploitation.

• We may request: network diagrams, 
configuration files, application documentation, 
privileged account creation.

Technical 
Scoping Call(s)

Remote Mission 
Portion (1 week)

On-site Mission 
Portion (1 week)

Daily Partner 
Syncs

Mission Report 
(~45 days after 

mission 
conclusion)
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Hunt Mission Overview

• Goal: identify malicious cyber activity (MCA) 
and/or provide network hardening 
recommendations.

• What we do: install sensors (network & host), 
passively collect data, and analyze it on our kit.

• If MCA is identified, we can help transition to 
incident response (IR) activities.

• We may request: network diagrams, 
configuration files, application documentation.

Technical 
Scoping Call

Pre Deployment 
Site Survey 

(PDSS)

Sensor Install 
(~2 weeks prior 
to mission start)

Mission Start: 
Team onsite to 
conduct hunt 

activities

Daily Partner 
Syncs

Mission Report 
(~45 days after 

mission 
conclusion)
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Incident Response
• Goal: After a mission partner in the MTS experience a cyber incident 

(ransomware, data breach, cyber effects), perform analysis to 
determine initial access, lateral movement & privilege escalation, and 
extent of data exfiltration.

• What we do:
• Connect mission partner with intelligence community & other 

government agencies (FBI, CISA, etc).
• Take & analyze forensic images.
• Analyze network & host logs.
• Advise on hardening activities based on incident.

• We may request:
• Forensic images.
• Logs (host, network, appliances).
• Network diagrams.

Within 24 hours of 
partner signing: 

QRF CPT has initial 
scoping meeting

Team arrives onsite 
(1-3 days)

Conduct analysis 
(1-3 weeks) Mission outbrief Mission report
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Assessment+ (Operational Technology)

• Goal: Safely assess sensitive Operational Technology 
(OT) systems in conjunction with in-scope IT systems.

• What we do:
• Normal assessment profile on in-scope IT network.
• Install passive sensors on OT portions of the 

network:
• Analyze traffic to determine cross talk between 

IT/OT networks.
• Identify OT assets, determine baseline behavior.
• Identify exploitable/vulnerable protocols when 

possible.
• Validate OT network architecture through 

passive sensors.
• For IT hosts on the OT network (e.g. Human 

Machine Interfaces): conduct authenticated scanning 
to determine vulnerabilities.
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Hardware

High Performance Servers Individual Computing Platform

Network Connection and 
Access

Switches/Routers/Gateways

Isolation Capability Taps/Forensic Bridges/Forensic 
Docks

Software Capabilities 

Vulnerability Assessment Threat Emulation 

Endpoint Detection Forensic Assessment 

Network Detection Remote Connectivity

Admin and Intel Distributed Data Analysis

In one DMSS Kit:
• Tool and data processing capacity to execute CPT 

missions on 10K+ endpoints 
• CPT Maintains several kits to support multiple 

deployments

Deployment Technology
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CPT Mission Overview
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2023 Cyber Trends and Insights in the 
Marine Environment
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Threat Actors
Understanding the Marine Environment

The ME consists of:
• 25,000 miles of coastal and inland waterways
• 361 ports
• 124 shipyards
• Over 20,000 bridges,
• Over 50,000 Federal aids to navigation
• 95,000 miles of shoreline
• supports the flow of approximately $5.4 Trillion in 

goods and services
• 90% of U.S. imports and exports entering or 

exiting by ship
All interconnected and overlapping with other 
critical infrastructure sectors.
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Threat Actors

Source: https://gca.isa.org/blog/common-ics-cybersecurity-myth-5-financially-motivated-cyberattacks 

Threat Landscape
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MCRB Incident Observations

THREAT
• Spoofing/Phishing

• Spear-Phishing Campaigns
• Typo-squatted Domains

• Ransomware
• Evolving Techniques
• Targeting Back-up Systems

• Other
• Structured Query Language 

(SQL) Injection
• Denial-of-Service
• Brute Force 
• Etc.

Coast Guard Investigated 46 Cybersecurity incident reports in 2023
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Observed Cyber Criminal Organizations
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Observed Cyber Criminal Organizations Cont.
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CTIME 2023 – Key Takeaways

Takeaway 3 CGCYBER identified similar cybersecurity deficiencies that were in 
the two previous CTIME reports

Takeaway 2

Takeaway 1 Significant uptick of reported Advanced Persistent Threats targeting 
the Marine Environment (ME)

Takeaway 4 Network-connected Operational Technology (OT) introduces attack 
vectors to the ME

Ransomware incidents continue to surge in 2023
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CPT Findings and Mitigations
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Top Findings from CPT Assessments

• Common initial access techniques:
• Phishing for Information
• Valid Accounts

• Common Privilege Escalation Techniques:
• Adversary-in-the-Middle
• Brute Force Password Cracking

• Other Common Observations:
• Known Exploitable Vulnerabilities (KEVs)
• Living off the Land
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Phishing for Information & Valid Accounts
• Phishing is used to gain useful information, such as a username and password, from the 

phished user.
• Using Valid Accounts was the most common initial access technique used during Assess 

missions. These were often gathered from publicly available sources or from Phishing for 
Information.

• 10.8% of all phishing emails resulted in a click by a user, of those who clicked the link, 6.7% of 
users provided credentials when requested.

Spectrum of MFA Implementation
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• Adversary-in-the-Middle techniques consist of an attacker inside the network responding 
and directing traffic to an adversary-controlled system to directly obtain hashed or even 
sometimes plaintext credentials.

• Used in 72% of CPT assessments and was the most common privilege escalation technique 
used by the CPTs.

• Once a hash is captured, the adversary will pivot to password cracking techniques to 
determine the plaintext credentials.

Adversary-in-the-Middle

Adversary in the Middle-LLMNR/NBT-NS Poisoning and SMB Relay
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Brute Force: Password Cracking

• CPT assessments validate NIST’s 
recommendation that password length 
is the primary factor in characterizing 
password strength.

• CISA’s 2023 password guidance 
for businesses recommends that user 
passwords be at least 16 characters 
long.

• CISA recommends providing 
an enterprise level password 
manager to encourage employees to 
use strong passwords and discourage 
employees from reusing passwords. Password Cracking Observations
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Brute Force: Password Cracking (Cont.)

Averages of Observed Passwords
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Patch Management

• The most critical of vulnerabilities are those that are proven to be exploitable. 
These vulnerabilities are listed in CISA’s KEV Catalog.

• KEVs were detected in 61% of CPT assessments.
• None of the most common KEVs are new.
• CVE-2021-40438 was routinely detected on externally facing web servers, 

offering any attacker the ability to gain access to an organizations 
network from anywhere in the world.

Top KEVs Detected During CY23 Assess Missions
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Living off the Land
• Use of built-in network tools combined with the exploitation of new or existing vulnerabilities to achieve initial 

access, escalate privileges, and meet their objectives while also avoiding detection.
• Actors utilizing Living off the Land are reportedly targeting the Active Directory database (Ntds.dit) for potential 

exfiltration.
• Ntds.dit file contains critical information needed to manage a network including accounts and password information.
• Review the locations where their Ntds.dit is stored to ensure protections and logging are in place.

• Detect malicious Living off the Land activity
• Establishing an accurate baseline of how system utilities are used in an environment,
• Retain logs for extended periods,
• Investigate uses that differ from that baseline.
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Common 
Mitigations
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Common Mitigation Findings
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• A single-source hub for Marine Transportation System 
related cybersecurity resources.

• Provides current information related to reporting cyber 
incidents, relevant policy and guidance, cyber related 
bulletins and alerts, and links to other useful sources.

Coast Guard Maritime Industry Cybersecurity Resource Center
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Questions?
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